DNSSEC




Domain Name System

* Basically provides mappings for
Name to IP and vice versa
(www.icann.org=208.77.188.103)

* Critical for Internet Operations




Domain Name System

Data is organized Iin

tree like structure

icann = yahoo  internet — nixi
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Problem

* DNS is vulnerable to spoofing attack
* No authentication is available
* Resolver does not distinguish between
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DNSSEC

* Digital Signature framework. Application of
Public Key Cryptography

* Adds Data origin authentication that is Data
the DNS user receives came from correct
originator




DNSSEC

* Each DNS zone signs their data with
private key
* Query for a particular record returns

the requested RRSet and the SIG of
the requested RRSet




DNSSEC

* Key hierarchy is built within DNS
itself

* DNSSEC is about Digital Signatures
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Hurdles

* Complex in nature

* Additional burden on resolvers and Name
servers

* Additional tasks of key management, record
signing and managing zone updates

* Lack of knowledge about DNSSEC




Interim

* Increase the awareness and knowledge of
DNSSEC

* Pilot testing of DNSSEC with users needs to be
done

* Study of business & technical issues







